NLC Student Privacy Protection Decision Tree
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Are your students required to submit personal
information to access, use or engage with the web-based
tool or resource (ie: their name, address, email, student
number) for login and/or for you to track use? If not,
maybe you anonimize student data in some way?
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Is any part of the online tool or resource stored on
servers/computers outside of Canada?

Even if a company is Canadian it may be owned by a non- J No _a

Canadian company or store data on servers outside of
Canada.
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Do your students sign a consent form that gives notice
of information that will be stored outside of Canada,
knowledge of why the tool or resource is being used, and
captures student consent (written or some alternative
form of recording consent)?
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Do you provide students with alternative course
components, assignments, or assessments that don’t
require them to share their personal information online?
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It is our responsibility as Faculty and Staff at NLC
to protect the privacy of personal information. This ;
responsibility extends to all aspects of a faculty member's Great! You are complying
job, including the use of social media as a teaching aid. with your responsibility to
Please create and use a consent form for required use of protect the privacy of personal
web-based tools and resources. . . .
- J information under BC Privacy

law

Tips for Protecting
Students’ Privacy Online

Encourage students to use an Conceal students’ Educate them about
alias online; keep a class list with addresses online by BC's privacy laws, their
the students’ names and aliases encouraging them to use rights, and the need to be

in a secure location. the college’s address. vigilant online.




